
promulgating a final rule. 36 If the costs of compliance are too high: if compliance will

preclude the introduction of new services; if the proposed standard cannot adequately protect

privacy; then the Commission is authorized under Section I07(b) to reject the proffered

capabilities. The result is that industry would not have to meet the capability requirement in

orderto have "safe harbor." By contrast. under Section 109, if the Commission finds that

compliance is not reasonably achievable. carriers will be deemed in compliance unless the

Attorney General agrees to pay the incremental costs necessary to make compliance

achievable.

The Carrier Associations urge the Commission to conduct a thorough inquiry into the

costs and impacts of CALEA compliance before finalizing its rule. Manufacturers will not

want to develop hardware and software for CALEA compliance only to find that the cost is

too much. they cannot make it available at a reasonable charge, and carriers are seeking relief

at the Commission. Accordingly, the Commission should begin a reasonably achievable

inquiry as pan of this rulemaking; otherwise. it cenainly will be faced with reasonable

achievability petitions later, the determination of which will only funher delay CALEA

implementation and increase costs to all concerned.

VI. CONCLUSION

The Carrier Associations urge the Commission to decide the legal issues associated

with capability as soon as practicable after notice and comment. The Commission should

remand to TR4S.2 any revisions in the standard that are necessary as a result of this

rulemaking so that voluntary compliance can be achieved in the most cost-effective manner.

CALEA compliance should be suspended during this rulemaking and an industry-wide

36 Section 107(b) requires the Commission's fin:1l rule to (I) meet the :lSsist:lnce C:lp3bility
requirements of section 103 by cost-effective methods: (2) protect the priv3Cy 3Jld security of
communiC3tions not 3uthorized to be intercepted~ (3) minimize the cost of such compli3Jlce on
residential r3tep3yers~:wi (4) serve the policy of the United Sbtes to encoumge the provision of new
technologies 3Jld services to the public. 47 U.S.c. § ,1006(b)(l )-(4).
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extension should be granted immediately. Finally, the Commission should commence an

inquiry into whether compliance for pre-standard installed or deployed hardware and software

will be reasonably achievable.

Dated: April 9, 1998

Respectfully submitted,

By__~/~';"":'~-...I<~,--J_......U::::.--'~_.,.....'/:_?tA.t'__,1,,--_,.
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SUMMARY

202.(2339Q2

Both tM Center for Democracy and Technology and the Department of Justice recently

filed petitions punuasst to the Clmun1UliGaUons Auiltaasce for Law Enforcement Act of 1994

("CALEAJt challcnainl tbI= i1uLustry -sate harbor'" SWlaa.rd (J-Sm·O%5) AS dcncicT1t.

TlA respectfUlly requests the Commissiou to act pramptly all both petitions and

immC'ciiatcly initiate a rulcmaking to resolve these cballengcs. Manufacmrus~y &re

devotiq CI!Ol'moUJ enaineerina resources to build U:1c eqwpment and software U) meet J-Sm.

02.5. The cxiste=e aim- c:1»&1lenp& - seeking, alternatively, dramatic expaDsion and

ccnu8cion of the standard •• bus created ;reat lmCenainty about whether manu.factur=rs will

have to modify thm solutions. To avoid unnecessary waste of time. cnlinec:ring resources and

lost opportunity costs. as well", to avoid furrhcr delays in implementinl CALEA. manufacturers

ate in need ofimmedWc IUiciaacc from me C"mm;ssian.

i1Dt immediately aml&:IUDCC, at the: begiJmiDg af its rulemaking, that mf'cm:emCftt of

CALEA is suspended until the Commission issues iu final determination;

secopd. essablilb, also at t1w beainning of its rulemaki11l, a reasonable: camplianc:e

schedule ofat least 24 u:umtbs for manufactu:cn ami carriers to develop, insW1 and test the

software and equipment necessary to implemeDt the Commission·s final decision;

tbird, establish an e:xpeciitcci schc:clule far add.tcssing th~ Gba11cqe.; asul

fourth. should the COSnmissiOIl dCtemU.nr 1hat J·STO-02S is r.ic:5CiIDt. remand Illy

technical staneiarclizaio work to TR-4S.2.

.,.

S6vt E8E 2132 l::lll
~bvt ~8~ ?VI?
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TIA we~ome:s the Corml1iss1on·s resolutton af this dlmcu.lt dispute ami hopes that a

prompt solution will be possible.

e.

-li·
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Befonthe
FEDERAL COMM1JN1CATIONS COMMISSION

WulWaatoD. D.C. 20554

II the Marter of

R.1l11.akiDl Uader SlctiOD 1006
ot the COlIIlDuale.uolII Act of
1934, .. IIIICDcled, aad Ido. 101
of the Com_An_doD. AlalttaD"
for La. EaloreeIIUIllt Act to RaolYe
TecIuIlcalluulI uel tatablilb
aN... Complla.acc Sell••

To: The Commiuioa

)
}
)
)
)
)
)
)
)

Docket No.__

1

PEnTlON FOR RULEMAJaNG

In the last scvcra1 days botb the Cezster for Democracy aDd TeclmololY ("eDT) aaci the

U.s. Department ofJustice have filed pcudoDs puzsuam to me CommUDicatioftS AssistaDCC for

taw £aiorcc:m=t Act of 1994 ("CAT EA".I .skins the Commission to declare deficient the

inciusuy "safa hazbor" standIrQ (J-STD-02S)% jointly pomulpteci by petiuoDer. tb.e

~AsI1sI:Ince for Law EIlfar=nenl A;t. PWt.1.. 103-414, 101 Stu. 4179 (1994).
edifieS S 47 USC IlOO1IU&

1'M T.'"o'MWAiclciaas~ Auoclalian ('"TIA") hu pr&Mdeci COIDl'I01I\lft1arY copies of J.
STD-02S to the ColIIII\in£aa. staafor1beir&III ill &hit and ,...PJ'DCft&tinp. 111. requaIS dill.ConuIUsIioG.
U lc hu daM ill u ,-., 4'7 C.F.l.ll,1307(bX4)aad 41 C.FA. f 61.3I1.mpccldle intcl1eaua1 propmy
rilbD otnA wi tU AU far T muniatius IncbaIclY Sohnioal ill dIis copJrilblld dal:amCl\t and foUow
tbe,lI1dMaa of Om- of ael Budpt Circular A-I 19. F_ral PtmfCipfllitm mrJtt~t tlNi
Us, 01Vo/lllt'~ CollSllllJ'Ml SfIII'IIWtII twJ;,. CQ.....U1 A.uas......, At:tNl''''. 61 Fed. aq. 1545. , 6j (feb. 19.
1991){sp.oitYWS _ an~ "1h0il1A refCrcnct vohmrarY CGDHDIUS SIIbdIrds. alan, _db IOURCS DC anilabality,
in apprDpriaa pllbU'IttoAs, "IU-" ardorJ.lDIl n:iatcd iaIemIl documlftll., ., Ira volumarY SW2dIrd Is \&SId
IlIUt ,uOuu.ci in III ..-cY dew··... (dut COIIUftiaion) mlLU abIeNt ancl prollCt Ihe nibil of ds.e ,op)'ript holUr
aNi InY limilar obliptian' j.

9E/L'd 00C"ON
WdLS:E 8661 '2 '~~
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Telecommunications Industry Association (-nAj,~ mc1Comm1n=c i-I, whid1 ia apcnso~cl by

the Alliance for Tcleccmmuni=uon8 IndustrY Solutions.

Pursuant to section 107(b)(5) ofCALEA and. sec:tian 1.401 ofw Commission's R.ules.

4'7 C.F.:R- § 1.401. nA horeby lespcctfully requestS the Commission to coaunence the requested

Nlemaking to rcsol'VC loaa-staIldiAl dispute. u to wbethar the iDdL1lU"Y uaMard iJ

undcrinclusive (as ar;u=d. by lawenfote==t) or overinclusivc (as urged by priVB&:y

acivoca~).4 11A also urges tho CommissiOll to lNlOunce, Pumwll to the explicit authoritY

granted to it under CAL£A section 107(b)(S), that manufacturers should suspend development of

capabilities to meet J.sTD-a2S durina the pend.e11cy of this N1emalcinl and. to establish a

£. IDtroducdDa

On March 26, 1991, the Center for DemacrKY and Technology filecl a peQti~ pursuant

to 8e=caa 107(h) aDd 109(b) ofCALEA. askioe that the CommissiOA initiate a rulemaking to

review the indusu'y "'safe harbor" 5t111datci, J-STD-02S. 'The COT CODteDds that two provisioftJ

1 T1A it a ....... &1l...-.ice nu ISIOCiIdaa DrOver 900 IIMU aad I... cam,.,. dIat proyjde
comzmmicatiCKII .... iatanI:uII:ioa tecbllolDp prod\IcU. mIIII'iaiI. sy..... clilll1bud.... lII'Vic:n tnd FOfuIional
5C""CII in tbe UIdIIdS_ aadlnlllKi tba.arid. nA is accredlrad by me AIIUIricI1l Natiaaal SIaDdads Insti&utc
("ANSI") to isIw slllldarda fbl'1be iadI&say.

s=- 1..03 afthc Caalllltaioa'i RIa...., C.F.L , 1.403, pnwides farnDIIR lad op~iCy
fcrc:ammant iDICSllO•••,........."'......kia. fileOuaders-lia 1.401. S..Scaioas 1.405 and 1.40'.
47 C.F.1l. §i 1.405 lad 1.W7. 1D Yiaw of tU..-,,_far thI Canuaill&olllD lIIOl~e!bete uniquoly dme­
seasitlYe anci IaIpvctuIl w-Illd to • ..wi... a..._..,Ii'........ uada'uaioD lD1(bXSl ofCALEA. T1A
requests tnat..CoaImwaaa 1ftCIeddirectly CD issuInce of. 'Notice ofProposed a.uillUkinl ill response 10 litis
Pem10ll fOr R.1I_....~ ._...... ia ........ Ua Seai_ 1.3 ofdltllWa 47 C.FJl.. § 1.3. and
SecUaa 4<11 ofw c;ol1UDuaicUioGs Ae:t or 1934, as IIUIIded. 47 U.S.c. § 1S4(J).

·2·
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ofl·STD-02S regarding hloc:ation" and ~padcet data" exceeC tho scope ofCAtEA and.

therefore, render the stanclatd d.cfi~icnt. The COT also urges the Commission to '·reject any

reQucst by tho FBt or omer agencies to fu1'lher expand the surveillance capabilities of the

requirements not reasoaably acbievable for ~u.ipmcm, facilities aa.cl s=vIOCS installed or

deployed after January 1, 1995, aNi indefinitely cle1ay implementauon of the statute, while

industry d~lopsa swrowly focused. staDdatd.."

OnM~h 27, 1991. the Departmmt ofJustice anc:l the Federal BurllW oflnvesUgation

("Far') filed a similar petiUOD. contcncting that J-STD-025 is dcficicDt because it fails to inclucte

n1nc aQdlt1ona! SUZ'V~e features (collOCluially WWD as the ....pueb1ist") that iDd.\:IU'Y aa.d the

privacy community had. detemlinccl exceed the scope ofCAL!.A. lbe Commission shoulc1 act

on bath petitions aDd immectiauly initiate & rulamaking to resolve tbae cha1lenges and avoia

further delay of implc:meD1alion ofCALEA.

The incWsUY standard represem a gooci·faitb effort by indusUy to balance society's

comp=ing interestl in preserYing individual privacy, teehnololical ilmavation ancl public safetY,

Nevenheless.lhe ongoma dispute over whether J..STD-02S is ~0'DSiSteDt with CALEA's

l'eqWrc:mcuts has delayed implcmeatRtioZl of the Act by more than two years. Accordingly. TIA

welcomes the Commission's resolution of this prolonged dispute.

. It is~ that the Commission act prompdy em che pending petitions, especially in

the Commission is awam. manut'actu:rers are dCvoUnl c:mnmoua q.i.Dcezina ratO\U'ce. to builQ

-3-
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l~tmlly 'leidy to enter the cede for the software programs necessary to implement parts of J­

STD-025. The existence ofthcse cballcnges to J·S1O-o25 •• seeking, altematively, dramatic

expansion and conU'adion ofthe standarcl - has rnateel peat unccnainty about whether

=sineerizsI resources and lOst opporumtty com, as well 3$ to avoid funber cic:1a)'J in raccting the

CODares.sioDal ime'nt exp:esseci when CALEA was passed. manufacture'S m in need of

immedime IWdaz2l:c from me Commission.

Because. eveu an an expediu:cl basis, the Commission's substantive det=mination may

not be completed for several months (or even by the October 25. 1991 compliance date), nA

requests that me CommissioD immediately 1Dn0lmQ:. at tba:~ orits :u1emak.ina: 1) tba\

Cllforcement DfCALEA is sUlpcndcd during the peacic=y ofU.N1em' kiag (as eDT has

sugeS1ecl) and 2) that~ a= cmias will have a masonable compliaDce schedule of

at least 24 months to develop. iDstall and test the software and equipment GlCeSsary to implement

the Cammilcicm's final decisiOD. Otb.erw\se.. manu£actu:ers will coDtiDue to have to devote

scarceen~1~~ to & solution that the Commission may IUbuquently modify.

In addition.. 11A re=mmcnds chat the Commission adopt, IS the FBI has requmed. an

expedited Mem'kina OI1Ihe substanee ofthe EWO petitions. Althoulb these petitions concem

tomplieated ta:lmic:allftd lep1 USUCS, T1A is hopeful that a comment schedule similar to chat in

the Commissicm'J m:cm: Notice ofPropoud Rulemakiaa (3D-day comment period and 30-day

reply period) will DI: auSioiem.

FiDally. u a furtber melDS orcxpedldDI thiJ process. T1A sugau1bat .:. if the

CDmmissioD does dctamiDe that J·STD-02S is clcttcieDt - me Ccmu:Dission idlDtity tbe spedf1c

S6~t ESE 202 l::lIl. WdBS : E 8661 •2 .~~
C;6pt s:'~ 7017
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capabilities it believes are rcquireci by CALEA and consider remanding any c1eta11c4.. tectmica.l

staneiardization work to Subcommittee TR.-4S.2 (the TIA standards i1'0up that initially developed

J..sTD-02S in ~ooperasion with Committee T- t). This division of labor would permit the

Commission to focus itS resources an the lqal question ofwbetb.er J-S1D-02S must be modified.

without having to develop the n=cssat)' implCftSC!lting tec:hmcaJ Jpe~ifkations. It would also

allow Tll-4S.2 to eDSUfI %bat IQ)' modified SWldarcl is c:oDSistent with existinC indumy protoCCis

md capable ofacwa1 implementation.

IL The Co....... IlIlmecUately Should Sillpeed Eaforce.lllt of CALEA Danae the
PlIldeacy of It1 RuleIUlcIllI

lht Commission tnmmdiatc1y shoulcl susp=d mforcemcm ofCALEA during~

peadency ofits Nlemakin;.S In section 107. Coqress clearly 1ACidpatee1 the problems that

would. arise ifthe FBI did not agree with aD indusUy SWldarcl's imples=ntation of CALEA's

~i1itY tectuimnents. The stamIC gr:mts the Commission the authority to resDlve disputes

over iDd.\IIU'Y J.taDdard& uci to ut a compliaDce schedule far umsitial1lO the final staDdard that

the CommiSsion promulgates.6 UIl'til the CUfmlt UDecrtaimy surrounding J-STD-02S has been

$ S""'ioD ofdo'ilta....,ntwork.~. -ill aot ttftct dle 0flel0inl priciq effon beew_
1ftIftuW2urmud Use FBI. M tAt ral"GCDm.tmiclliana iAdas1ry hal iDdtcIl.a in I rcceat Iel'III'to cho Aaoruy
Cltntrai. ftWlufKtLnrlIl'l cDnuniUlCi co condnuinl dill aercisL .s.1efter ft'aaa MelIn. Mill FlaDillft (PraideN.
TIA). JI)' Kitct\ca (Pra",ea~ Penaaal Coanauaic&ddftllnduIaY Aaac:iItiaa).loy Ne.1 (PresSdenL tJo1lcd StallS
Tet_ou Associatioa) and. l'bamu Wb=lcr (PI'eI1dcar. Cenullr Telccommua1miou Indumy Associauoa) to Uie
Honorable JIDIt Reno (Medl2G. 1991) aached U Appcndia 1.

6
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r~solved.. m.anu!aetums should DOt be. required to deVDte enginecrina resources developing and

implementing & standard that may be radically moctified in the next few months. 'f

Because W maetification in J·STO-025 could rcqWre complex changes in a

manufacNta" II individual CALEA ,olu~ proceedini in the face of the current challenges to ].

profit-making a=vity. and expose the companies to 1ht: prospect ofhaving to c:rearc several

versions Dfits CALEA solution.I 1'his clearly would not serve the public interest. Even before

the P=dinal)eti1ions. awwwturers Wete concemecl about the inherent unceminty inworking

to comply with. a stmdard that the FBI had n:pc:atedly said it would challenge. As a result. many

1.fa. SGhldulc for trarlSitioa to the reviscci stIDdani i.I not providccl by the Commission &DCl

manufacturers are requited tDccntinue to develop CALEA solutions dwin, the pending

ruiemaking. the various manufa=ms' CALEA solutions will risk bema incompatible: with each

other. System incompatibility is lID llDOtmOua risk for IC'Yice providers. ma.I1Uf'act\J.m and the

1 In4eMl••• Aao.., Gaeralluaanr.eo u m.ucb in hit ncar talimoll,. before the Hause
Al'PfOlIriatiollS SubcommiUIII for CGmmerce, JI.lItice. Swe and Ihe Jwl!cilry. In blrlestimoAy. U1e ADDmey
Oaaru ........ ill ....,..... 1IUciIciDa ofth. N_1kia& woukl DQSIPOIW eM CiiamptlaDcll GIll by 1llcu&14
mDlltbs - far II ~••IDO.clwiIs& me pendency of she Commiuion' I rtY\tw and. fDr It Ieut ID .ddWou' II
moncns dft t,be Co i..... Us final ..... co allow iadusa'y co buUd Iftd inm11 the Iqui"mlDc fteceJSUY
to comply wilb IbICoauDi..'. dlllmniftIUaL su TcsUm01l)' of lbe AUDmay Oenai bcCon the HOUle
A,proprillioQS Subcoramfrtce (ar Cotameea. StICe. JusDcc. the JudiciarY IIId Ie1Iu:cl Apncics (february 26.
1991).

I Dtsip of che softwac IIICl hIrclwue necuury to imp_atCAI..E.A capabi1i1la is 'Iet"1labot
1zuals1VL As tile Calftlllu.ioa ill ••Uaw.,., thlM~IUldus1rY is IQiDl1bRN1h aD eaonDous eraw*
1Iw hu SU'liDtd UI. paol fottilimal cneu-n. In acldidon. Ib..II. lC'YUIl othw preaUil mdmiul 'SlUIS -lUCIa
u Yew 2000 ("'V2l(ft) ......... - chat ..........liability peobtems iA me ftl\WOrC itDDtma~cd ia & dnlily
marmer and compccelot these KIICC n:sources.



APR-C2-S& 1]:59 rra=:STE~TOE I JOHNSON 2Q24253902 j-360 P.12/35 JQc-]Ol

governmmt. As the Commission is aware.lccal cxebanf:c, cellular and personal

communications service ("PCS'') pt'Oviden' networks frequently iauemtix various

manufa=J:ers' telephone network elements. Thus, stazlCiards.baseci. compatible solutions are

critical EO ensure that such devices are fully in=operable.9 Failure to ensure uniform

eusincaina solutioDS will incrcac the risk of system wnliabillty. ~U5tCmCf clillAlilfKtion and.

&ustra.tecl wiretap service. R.ushing to cobble toget.bt:1' disparau: qineering solutions to avoid

ent'orcement actions is sure to injure everyone.

Thus, the Commission should provide manufaetu.rc:s with immeciiate guidam:c so that

they willl10t have to make easmtially mvocable enlinecrins choices until the Commission

tIL Th. COalDUllio. Slaould Eatablitb. at tile ....."1 of lea Ra••••kiDl_ A
Reuauble Co...,ltIaa SCIlecIulc at at LeMt 24 MOIIdaI fro. til. Date 01 tb.
C......ia.s• Fblll Decilioalor ladultry to Build lad Deploy the Eqw,...t IDd
Software Nee...." to Impl.lDeIIl that Dedaiaa

UDder section l01(D) afCALEA, the Commissicm is l'CCluirCd to ''provide a teasauble

time ana conditions for c:omp1imce with and trlDSitioa to any new 1UUldarci.1fIO As the

,
11aiI fKt wu IICDpizI:cI by Coqrna ia craftiDc CALEA to povide th111ftdUsa'Y (1Dd not

lOVcrnma.t) &icc. wh. daa iI to be prcwidld to 1Iw~ nu&s.lbe stamta is daipai co 1*Iftk induIay.
nat law eatorctaIIBC co prolDlllpa life harbor IIIAdIrU for CALIA capabilicy. 1ba law also cleariY provides tha1
onb such "call idc:aUfytq infOftftlliDD·· \hIllftllUlfacNren ha4lh1mae1vlllft,-ncl mID Cbeir dcYlca MUK be
providcct co tlw tIfara:aIcaC.ad only iflb. data il rlUOMbly &1tailabl. to ie all'lCled.

(Colltinwtcl ...)

10 Secdaa 107("0) allowI"a ~cnuneatIIIDCY Dr any other persall" d1llbe~es cbat an induslry
ICMdarIt is defioieBc to

":'pIli_ cha Commissioa 10 estabUsb. by Nle. techDical RqWremCIUS or sWldlrclldm ­
( I) ............,..capdi1~requirtanaaIs of Iccdaa 103 by COlt .ftCcti".mabodt:
(2) pro1lCt ttl, privacy IDCiIlCUrity of COftll",,,niclriaas·ftOC aUIharizId to be imcrc~
(3) lftiDinIiza tha COIl afsuch com,dlUa 011 raidcnIia1~:
(4) lerve the ~Uey of the Urdu StIllS 1D encou.raaeme pnMiioR ofIU:W u:duIotolies aa4 saviccs ro me
public; IrICi

t'A"''' •"L.I
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Commi"ion is aware, software develcpment effons for diglw tclCl=hcny enhancements require

apprcximately 24 months ofr=:;ca:ch anc1 development time for manufa.ctumS. In addition.

manufacturers (working whh their camcr l;USU=ers) require sevetal more months

(a}'PfOximately 6- t Z) tom~, their .quipmmt facilities and services to acce~ the new features

and. to test the implementation. I t In the prcs=t situation., whc:rc LAW Emorc:emmt ha£ ax'PNlcaC

an inabilitY to provide any son of test bed Of otbl:r facilitY aga.i!2st which manufacturers migbt

test proposed solutions. the pre/cess could easily Wee longer. l~

(5) tmr-idl a nuonabla M .• uA c:ondWans fur compliance wath wi U'InItUOCl co any nlw StII\CIucL
inchldinl O&fmiq me ob1i~lnODl DfltlecommUDic:atiClnl umcrs unGusc=on 103 4urinSIftY lrIDSitioll.
period."

CAt S~ i 101(1);" U.S-C.llDC6(b).

In coaridlrina W~1tc:cnsU1:uICI"a tcUODIbIe rime" for camp1ilDce.1bc commissiDa sbc:Iulc1
examine the otiulr fIctors set fri il, sccticm l07(b). For example. itJ)fISIIi lD a=ctenrc dWt cevclopment and
hnp1em.....1iaft lobIow. 10 ieutblu, NWO ynrs. mlDl'UclUnrt WDuld Dal be able to mat &he uais1aDce capabillty
NqWremenu by me most coSMffttaive JDIIhods. u nquirefi by 5eetiDD l07(bXl).

SlIlillriy. any lnCluaed CDIU sutfaeG by ft!lDIlfKbs"" In aaempdq CD sad.sfy tho
Conwinion's f1.ll&I deteftlliD.atian iu 1csI thlD cwo)'an WDU1d inlvilably be plllld.lD CIIrim who (ciepeDdinl 012
WaerA.r wy were ~imbuned by the CO¥IIIDIIDO *ouW be fornd to pIIt the calIS alonl to the rawpayors- i
mult dlrecety eClllftl'Y to the .... 0 f milUmiziDllho com otcom,aiuce Oft I'nlGet1Ua1 ratepayers set renn In
Sec:tian 101(b)(2).

FiIW4y. fcminl iIldumy to becoru CAUA com,liam ill under two )arI wouJd 1lOC serve-me
policy ofthe United Stucs to eftCOQl'IlC &be pnwblon ornew teehnoAQIia _ HMea to me p\lblic." II tnOmlDUS

amowu oftime ad I%lIiJu:eriaIm.~_'"itt .mployer! ill chi pravision of sudl desirable techno1oci's to
the puhliQ ,.,au!d have to be daiialm tD SlliUYlIl&me Coauaisaiol'l's fiu.l daerminaiOD.

'I S. T y af MIIlbIw 1. Ftanlun (Praident. 'IlA) bcfcre the HollSl .JudU:iary Subcommiaee
on Crime (OCta.23. 1991) iUtIdled IS Appenctix 2. S,. tJho TlA Caaunenu _ Reply Coaunenu in the
ColNftiHioA'........·I_kina. 1.1 Ibe Maller DfCClCllllluai.t:a&iDftS Assuwu:e fat LAw Enforcement ACI. ce
Docket No. 97-213. FCC 97-356.

SimilarlY, ill IDe Uftp__CItioa,'" it tubmjgcd tv Caqrna DO March 3. 19':11. Uta Fat
IOknawleda. tba SUAGIrd induso y praccic:e n:QU1ns • last tix momi\I orS"tan eqiftceriIla fallowed by 1ft

addtUonat 12 months of eftlmetria" dcveloplllCtlC be6:ft new fa&uI'U can evee beIbl &D tie relcaacU tD cam..
CIWOIUft. Coaurnwc:atinas A.scla~ for Law Enfor=_ Act (CA.LEA) lm~lllDentitioD P11A. fit. at 22 A.~
(MIrdi 3, 1997). .

11 DeI,_ indumy' s ICpelUlD fI:~UWS (Ofs~ infocmltiaD. tha FBllliU has not idcatifi'd rile third-
Pin)' vcndorwbo is so I:nai", lw coli..lioft "'boa" and w"-such a coL1&lcdDa ..ice • .alel be .vaUable for intll'flce

(ComiDUild •••)

-8-
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Obviously, bec3l13Se manuiacNrm have al:w1y begun work tOwarG implemcnting J­

STD-02S. dcpendini on the extent to which the Commission leaves J~STD-02S unmodified.

inciumy would 'not requirc the ord.inary 30-36 mcl1th.s to develop and. install software and

equipment l:onaiarant with tbe FCC's final determination.. However. as the Commission is well

aware from its recent Nouce ofProposecl~.13 bccaUIO of~ clelaya in the

indus1:y standards pnxcss (because ofthc onegolq disputes over CALEA requirements) and. the

public:ation of the FBrs fuW c:apacity notice (well beyond the elate Co~ss had anticipated~ a

twD-year extension of thD COIDl'liancc date is already ncccssary.I' Indeed. even the Depanment

ofJustice has recagnizccl that an extension will be ncccuary, given manufacturers' current

anticipa~d deployment schedules.15

AccordiDgly, the Commission should esublish a reuonable comp11aDcc period of at lca.u

24 months for indusU')' to develop aDd. install the sot\Wan: and equipn:nt necessary to implcmem

the Commission's final decision.ims~ of what that cicu:rmination miabt be. This

c:omplianGe periOQ is comi.tem with normal inclusay ~uc:e as well as the AUDmey General's

recent testimony before U1c House Appropriations SWtcommittee for Commerce. State. Jumce

test1bI wnh mama&l:anrs' SOWl:U:lDl. TtA wCNlci &lilt me Coaunisliaa to usc ttl;, NlemIkinS IlS III oppomuU.ty co
obtaJza thil critical~ Cr_ &be FBL

13 b21be MaIZerofCommuniclliODS AuiS1lDCe for Law EnfOftlllllJlI ACZ, NDCice of Prapasld
Rw....... CC~ No. 91-213. FCC 97.356 (B1C&IIG Oct. 10. 199'7).

'4 S. eo&-. the D\UIllraua CoauDents an4 rep'" COIUIIllll filed ill1ft. C'O"'miuiao'S~ll'iIocice
ofPraposed kulemlkiq. incluc&iaa: COlllmftllofth. AmeriaaCi~llIJbeniaUElioa.ac6-'O: bply COIIlIMIIDO{
tbo Am.riclD CiVil La..m.. U.... at 'elQ~CO".I"S ordlt Ul1i1ccl SWuTI\I~AlIOCildon. at 13.14; ~ty
COIftIft.lua Df &he ftflOUi ComawnicUioDllDcbasvy AsIOClaDon. at S·7; R.epl)- C01'llmtl1tS of the
T.lee........ lUaaIay AuoeialUm. at "'••

15 JDbII htili.oa for Elqt......lW~' '11: e:am.'lDic1tions AsIis&lnn for Law
EGfcm:emenc Act (CAU!A) Itnplemema1:ion llepatt. 11 15 & Appcad1x a(JlIP.lW) 26. 199').

-9-
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and the Judiciary, where sbe estimated that industry would require at least 18 months to bUild the

:quipment and software DCCCSsazy to conform with the Commission's final decision. 16

nA therefore resp=tfully SUIICS'tS that allowing ind.U5ttY EWO years to achieve capabilitY

cDmplimcc &fier the pramulptioa. afme new swuJarcl is a reasonable schedule. By promJn1Y

azmouncin& that the October 2'. 1991 ccmpUIDCC ewe has been tailed~ that industry will be

provided with at last 24 months to comply with 8I1y fbW decision it may JeI.Ch. the Commission

would. permit both itself and. industry to focus rcmurccs em expec1itious resolutiol1 of!he current

petitions, rather thaD. the buncinds (if not thousands) of sepaate petitions for extension ofthe

compliance ciatc (under section l01(c» which industry is already preparing.

Fmally, the Commission's c:=nsion shou1cl add:cu the zwmerous iNiuauies (e.g.,

pagina) for which neither capability cor capait)' requircmcms have been cstabUshccL BOUl J.

STO-02.S and the FBI's rec=t1y released Final Capacity Notice omy address wireHne. cellular

aad pes providers.1
' Indcccl, seDicir officials afbae the Depanment of Justice and. the FBI have

reccsm* that. because of resource constmints, the FBI has DOt focused on other industries and

tbat compUan~cfor such incl\lStries will ha\le to be poatponed. umil after compliance for the

win:linc:, cellular and PCS industries bas b=rt resol~cci. As. result. the Commission should.

16 S. TeIliIaoa.)o of_ Aftaftley Gellert! Hfort meHOLIK~' Subcommiaet for
Commuce. State, Jusdcc. tho Judiaiary and bllcld "acaciaS(FeD~ 25. 1991).

L' S.lmpllm..tion of Section 104 orEbe Cammwiat:ioDt Assislance for Law EBforcemet\t Ae.t.
FBI. OJ Fed. kq. \~l•• 12230 (MInh 11. 1001) ("thla Final ND" DtClplCitY should be viewed as the first
phue appUaDle to tI!tcommunlcaliDu CIn'iIrI offering KmceS muve ofmost iauudiate coamu to law
Cftt'bn:amc:rat - that 'at ch.ostI ......"'uni-aou ......... alf'eift11ac:a1 bcbuacs~ IftC1 ccnain commercial
mobile radio services. spectr1Cll1y cellullr lCrYice and penonaJ comnauninUOftl serW:e."); Joi.nt PttltiaD ror 1ft

~t:lhccllll.aicmUin. b7 the tae,ltIIM- ofJ-amu aDd. Fedual Bureau aftnvesuatioa.4I 3 (filed Marcn 27. t901)
(inGi=ing that S.STD-02S only applies CO winlin.. cellular aDd PeS camcn).

·10·>
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ensure that the new ccm"liancc schedule extends to manu!acturm ofall telecommunications

equipment. not just those CXl'ticitly covmd by I-Sm-02S.

IV. The COlll....iOIl SlIollld Eatab....... Espedlted Sclledule for AdclreuiDI the
COJllpJ1clted Tecb.icalallel LCCla bluel Railed by nes. PetiUOOJ

All parries involved. in this ciispute would prefer as expeditious ofa cietermination as

po13ib1. from the Commiuioft.Acco:dina.1Y, nA a&r=s with tbe~l ofJustice's

request that 1M Nlemak1J1l be p1A=cl on public a.ot.ic:e U 1001l as pouihle.

As mentioned. aboyc. l1A urps \he Cammissioll to annauncc at the beliJming of its

rulemakine that: 1) compliance with CALEA is suspendcci during 'tbc~ ofth: proposed

mlemakiA~ aDd 2) that inclu.suy win be provided at least 24 months from the Commission's tiDal

~ticn to design. develop and i.aata11 the software and equipmem necessary to implement

the Commission's ciec:isioQ. nA also requasts that the Commission &MOWlce a comment period

similar to that adapted by the CommiS5iOQ in its previous Nodcc of PropoJcQ R.wcmaldnC -- with

an initial 30 day COmmeDt perioc1 and a subsequent 30 days for reply comments.

As the Commission is well &wuc. these petitions CODCem complicated technical issues

that ara not alwayS easily conveyed in writing. Thus. TIA's members are willing to make their

engineers available 'to W CommiI.ioll ,taft in any additional fOfUm chat the Commission miaht

desire.

V. Sbould the Com.g,lo. Detel'llliae dlat J.STD-025 iI Deftcieat. ItSbould ttcmud
0" Teellatea' Staadard..IIOG Work to TR-.45~

Inthe event that the Commiss\oa cleU:rm.lDes UwJ·sm~must be moclifiec!. TtA

&UII~ tha1 the Commissionrcmaml any technical standardizatioD work to the subcommittee

·11-
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II

that originally ereated the stmiard - TR-4S.2. Oe1ecatioa to TR-4S.2 would pennit the

Commission to focus on tb= 1=;&1 question of whether certain features must be added or removed

ftDm J.Sm..Q2S and avoid expending resources c:reaUn, teChnical specifications for any such

madifi=ions. Oel'lation to TR-4S.2 would ilia allow that subcommittee to ensure that any

mcdifieations an: harmanious With cx1SUn& inc1USU'y pratcc:ols a:I well as tba new Lawfully

Authori.ze.rJ E1ee:tronic Surveillance ("LAES'') !,rotocol, ca.ted by I-STD·02S specifically to

implement CALEA.

011 remaDd. the Commission should provide both: 1) detailed IUidance ofany

modifications it bas decided must be maCe in J-STD-02S and 2) & rcucmablc deadline for the

subcommittee to complete its work (with sa appropriate adjUStmeD1 of the compliance date).

The Commission could also consider assigning a staffmember to panict1Xl= In the: p~~c:dinp.

Depending on the number anel technical ccml'lexity of any usodifj=ioDS, nA would sugsest a

Olle year desc:Uiae for the subcommittee to publish any modific:atioas, LI with inciustry requir:ci to

cmnp1y with the modified slIDCia:ci within 24 mouths.

VI. Coaclullcm.

'rIA is prow:l ofdic hard work :wi load faith effons made by the members of

subcommittee Tlt-4S.2 lad Committee T·1 in establishing ].STD-02S. The members ofthese

bodies represazt some of tho finest system ami desip enameen in the world.. For more than two

yean they worked cioul)' witb,1aw ea:fatcemeut to develop & staDdaldtbat achieved

A~_ deadline is caosilalDt wicb tbllCbldW.... tor cba eurrMIl EaJw1ced. SUl"t'eiU&ace
Services standards prajlCl. this projlCt. which wu inidlCld ill JID\&It)'. Is ICbaGWad '0 10 10 ballot b)' JMUlII')'
1999. with a fanal publicaz10ft d&ra in Apri!l999.

9E/8t'rl
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individual priVICY, ted.maloliw innovasioll and law eDfcrccment's ability to exccme coun-

TIA looka forward to the Commi"ioll's resolution oC any l'C"'ajNn; u=maiDtia

Nicmak.iq, IlIA to:

1. suspead iizuuU.atety aamMmcAt ofCALEA WSIil the pramwlaticm of
the CQmmtw01l', fiDa1 cictc=inuioD ofthil cliIpusa;

establish, at tbe beli"njnl of its N1emektDIr a IIIlOaablc complilm:e
scbeduJc ofat least 24 mDuths for iDciusay tD develop IJKi imtaU the
saftwa UKl cquipllJCDt neceuauy to implemat _ CommissUm's tiDal
deDamiDati=

3. establish lA.pedlteG sc:bcdulc far &ddRsai.q _ oompliaatecl tldmica1
_lelal isaua raised by Ulesc petldoal; aad

4. shau1cl tba Co1IIa';ai...wiae that J-STD-02S il ddici=t. remind. Illy
tech,,;cal sumdardiatioD work to Tlt-4S.2.

Crwi<l#_
Ste'ftlt A. BIbr
TbomuM.BIIbe
JamaM.Taa-
L. Bcajllllila.....
Steptae.10'" t.LP
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WubiqtoD. D.C. 20036
(202) 429-~OOO
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